Security Automation

“To infinity...and BEYOND!”

Tony Sager
Chief, Vulnerability Analysis & Operations Group

Information Assurance Directorate
National Security Agency

The Security Automation Workshop
September 2008




The VAO Group IVa °,

m We Discover and Analyze vulnerabilities...

— In the core concepts of security
— in emerging technologies and products

m We conduct operations to find vulnerabilities. ..

— In the operational environment (networking, signals, space...);
— as revealed thru content

m We Translate vulnerability knowledge...
— Into summaries, trends, root cause.

m We Lead the Community...

— In the improvement of security practice;
— In guidance, training, education, and standards development.
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“Every computer in the DoD is configured
as securely as possible, all of the time,
and the right people know that this is
so (or not so0).”

Lt. Gen Harry Raduege
former DIR DISA and CMDR JTF/GNO
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